HSER - WG 77 [T I S 77w fdeaag T
By | }7 INDIAN 113TITUTE OF SCIZNCE EDUCATIC 1§ AND RESEARCH
M ‘ THIRUVANANTHAPURAM
THIRUVANANTHAPURAM (MTRT IRBTR, FR1edT waAmera Govt. of India, Ministry of Education)

TEATHEr. .31 MARUTHAMALA.P.O, ﬁ?\l}Tf VITHURA /%ﬁ‘iﬁgg THIRUVANANTHAPURAM — 695 551
HIE KERALA, HIRd/ INDIA / Y/ Phone: 0471-2778019 / / email: purchasestores@iisertvm.ac.in
GST 32AAAJI0299R1ZS

dRIG/ Date: 12 Sep 2022

Fifaer & e s (3-wsaie Jig) INVITATION TO TENDER (E-Procurement mode only)

No: ISER/PUR/0850/PYS/IT /22-23 raa ai@/Due Date: 26 Sep 2022 [3PM]
e $1 aRR@/Date of Opening: 27 Sep 2022 [3.30PM]

fUr1 wEeg/Dear Sirs,

fawa / sus: Vulnerability Assessment, Security Audit and Certificate Issuance for web application

of ISER Tvm: reg

The Institute invites Single Cover Tenders for the following items through the eProcurement System of
National Informatics Centre that enables the Tenderers to download the Tender Schedule free of cost and
then submit the bids online through Central Public Procurement Portal of Government of India
(https:/leprocure.qov.in/eprocure/app.). Please quote only in Indian Rupees as per GFR 2017 amended
Rule 161 (iv) and Public Procurement (Preference to make in India) order 2017, with your lowest rate and
shortest delivery period as per the following terms.

Ser Description of Goods ; Qty
Vulnerability Assessment, Security Audit and Certificate Issuance for

1. | the web application URL hitps://www.iisertvm.ac.in by CERT-In One
empaneled auditors as per technical specification at Annexure 6

A. STHSVEMD: Rs. 3,000/- R §& UG §RT YT BT AT - fder I ok St &1 914 I
fomar S Tfeu | JeRu & Ty AeH gt/ fiie erse a1 SuneSt qe & sR1eR 90 fat #t duar & d
TR O1 SIcerar & IUHH STHT &A1 A1gUl/ should be paid through State Bank Collect— Tender No
& Company Name must be mentioned in the Remarks column.
(https://www.onlinesbi.com/sbicollect/icollecthome.htm (State Bank Collect- Accept-Term and
Conditions- Proceed-Select State Kerala-Select Type of Institution-Educational Institution- Select -
IISER Thiruvananthapuram- Select Payment Category- Stores and Purchase ) Quotes should
accompany a copy of Transaction slip /Print out OR Bank guarantee equivalent OR Insurance
Surety Bond to the EMD value with validity 90 days (should reach before tender due dates).
EMD EXEMPTION: The bidder seeking EMD exemption, must submit the valid supporting
document with the bid. Under MSE category, only manufacturers for goods and Service
Providers for Services are eligible for exemption from EMD. Traders are excluded from the
purview of this Policy.

B. YA/ PAYMENT: 3Tt 3R RITOHT & a5 30 f&HT & le TS TETHS SR ITH gRT HIg A

YT 81 {41 SITEATI/ Within 30 days after supply and installation. Advance payment will not be
made by IISERTVM.

C. famRu Delivery: T3y &uw & faaRd H1 3 FaRwN) | 3R 3MATd X ) WE ¥ 4 §h 3 Yeb
& gy qafawﬁ / T /&temedt wdf ®1 I HR1/ To be delivered at Vithura Campus (Free

delivery lnmlgadlng charges).
N
wied [
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B T3 E{Ti'mf TAXES & DUTIES: At actuals. Indicate taxes and duties. We are partially exemptzd
for customs duty under 51/96 notification.

. @e/ Discount: 3R $15 g A1 Yfeid B I/ Indicate, if any.
. fa@Rur eggEliDelivery Schedule: 3ffd Mawd gl -3(UAT g Ifi€@d HXI/ Required

Immediately. Indicate your schedule
. Igxur 3 A=t Validity of quote: 90 f&1/90 days

. The Class | local supplier and Class |l local supplier should mention in the bid, the percentage of
local content. Bidder should provide the details of the location(s) at which the value addition is made
along with bid document. Any non-compliance in this regard, the bid will not be considered in the
category.

Annexure. 3,4 ,5 and EMD: should be enclosed with the offer. If not, the bid will be summarily
rejected.

Details: Annexure 1: Terms & Conditions, Annexure 2: Instructions to Bidder for Online Bid
Submission, Annexure 3: Certificate by bidder Annexure 4: Tender Acceptance Letter, Annexure 5
. Certificate of not being blacklisted Annexure 6: Detailed Specifications Annexure 7: Check list of
documents required.

"4gg1a/ Yours Faithfully

o
N

JU padiaa/ DEPUTY REGISTRAR
g Ud Y8R/ PURCHASE & STORES

X

Page 2 0of 10



10.

11.

12

13.
14.
15.
16.

ANNEXURE: 1

Frfgrert & it Arder (s9a3f)/ INSTRUCTION TO TENDERER

FY/ 3 woed/ AHAHR Ffdar 7 s ¥ @ S 91U/ Tax and /or other duties/levies where legally levies and
intended to be claimed should be distinctly shown separately in the tender.
(a) M1 <01 FAfdeT Wraw &1 aiig 3 00 131 & forw #1=g g1 81 Fidd HiHa & |y & dfdar a3 &1 wrufiear
U/ Your quotation should be valid for a minimum period of 90 days from the date of opening of the Tender.
Quotation with firm prices will be preferred.
(b) (e & am=or & THfad 0w & SFER S1Hd 35Yd B 8| o1d [fder wid § 3fcafad osioal & srarar dfda
X feu 91 W Y 0PI & o9 & Tae URgd fasa1 ST A1fe U/ Prices are required to be quoted according to the units
indicated in the Invitation to Tender. When quotations are given in terms of units other than those specified in the tender
form, relationship between the two sets of units must be furnished.
(a) TR |Te F qfd e are FAfaars o1 adiaar € Sl Ao &7 SR ASHETaER & W W g J g1/
Preference will be given to those tenders offering supplies from ready stocks. The basis of delivery is at IISER site free
of cost.
(b) ERY W&ﬁﬁ%ﬁﬂﬁ 3R Fﬂ?ﬁfﬂi 30 f&=1 & HIaR 11/ our payment terms are within 30 days of receipt
and acceptance of the item at our site.
(a) TG & Gt JuTTy Acb-i1en] Hife e, YEAIU= 3R 3= 3{ich-8 TdTd o A1 Udd fehal ST 1@ T I/All available technical
literature, catalogues and other data in support of the specifications and details of the items should be furnished along
with the offer.
faghy faavon Specifications: WRaTfad HSR gHR A0 & 3FU §HT A6 3R fage ¢ dl (RfdepR U S<u &
Tepd fear T T1iREl Ffde@R YR & URT it ST 91T SR S1awh@ g W Hider X & 1Y eI, dh-ie!
W IR T UeH FH1 9T S1a=TS T IR Y& THIV U 3MYfd & Wiy sAifta fsan s =nfee) ffdeer &
G‘Qﬂﬁlﬁwﬁ o gy fafAdel & uRadq WW?{W% I/ Stores offered should strictly conform to our specifications.
Deviations, if any should be clearly indicated by the tenderer in their quotation. The tenderer should also indicate the
Make/Type number of the stores offered and provide catalogues, technical literature and samples, wherever necessary
along with the quotations. Test Certificates wherever necessary should be forwarded along with supplies. Whenever
specifically mentioned by us the tenderer could suggest changes to specifications with appropriate reasons for the
same.
ATEHRETTSHR H1 F5as a1 it +f Ffder &1 WieRr o3 & i @15 afda 781 g7 3R g¥ a1 fAfder & fedt ff &
wWiafd 31 PR TRiga @M iR Rfdaer Igyd ol R 9 @1 31yfd H-1 =1fdU)/ ISER shall be under no
obligation to accept the lowest or any tender and reserves the right of acceptance of the whole or any part of the tender
or portion of the quantity offered and the tenderers shall supply the same at the rates quoted.
IR WqeT e & HI3 YR T TR [ YHIIOTA foan S anfeq | ot =it <rea o sridst o oft gfera favan sm =nfgw) afe
Wsal 3R b et 7 Igye A & o9 iR e WR sdl § Igyd AR Uaa grf| wider R & udd a¥g & ged o1 T1fge
IR B AR Bl Wied Ted DI Fd R HT WY FY ¥ e [bd1 1 F1i8UI/ Corrections, if any, in the Quotation
must be attested. All amounts shall be indicated both in words as well as in figures. Where there is difference between
amounts quoted in words and figures, amount quoted in words shall prevail. Quotation must have price for each line
item and totaling of the price including taxes and duties should be clearly mentioned.

fafder & 3ua d3, B Uulleeur, 8 Fav anfe IfIRId A1 A1fRTI The tenderer should mention the name
of his bankers, Tax Registration, PAN number etc in the tender.
ffder TR gwER SR aIe Afad gaH W IURYT §IF1 F18TI The authority of the person signing the tender, if called

for, should be produced.

IISER being a Govt of India Educational and Research Institute, is exempted from payment of Customs Duty under
Notification No. 51/96- Customs dated 23" July 2009.

IMfef Bt TTE 1SR ML, TTUAT iR HHIRE & R & 1 99 aRet H 81/ The stores supplied should be covered with

minimum of 1 year warranty from the date of supply, installation and commissioning, if not stated otherwise in tender
specification.

fAfdar & &mmﬁa@@a%awwmmﬁﬁgywww%wuw%maﬂ%m urdl YR fagm
Ryenod &@WW %W% uer # 90 fal & fore #r=g g1/ Eamnest Money Deposit/ Bid Security should be
submitted along with your quote as mentioned in Invitation for Tender. EMD should be in favour of Indian Institute of
Science Education and Research Thiruvananthapuram valid for 90 days.

IISER-TVM comply with order No. P-45021/2/2017-PP(BE-11) dated 04 Jun 2020 (Public Procurement/ Preference to
Make in India) and its order 2017 revision.

LD Clause: LD may be imposed @ 0.5% per week after stipulated delivery period.

Award of Contract (AOC) would be issued to the technically qualified lowest bidder.

Tender due date would be auto-extended upon non-receipt of sufficient number of bids.

If the bidder withdraws or modifies or amends its tender or impairs or derogates from its bid during the bid validity period
or if awarded the contract and fails to sign the contract or fails to furnish order acceptance or performance security
before the deadline def‘ned by the Institute, they will be suspended for the period of time as decided by the
administrative com petent authonty of ISER Thlruvananthapuram from belng ellglble to submit bids for contracts floated
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ANNEXUE: 2
Instructions To Bidder for Online Bid Submission

The bidders are required to submit soft copies of their bids electronically on the CPP Portal, using valid Digital
Signature Certificates. The instructions given below are meant to assist the bidders in registering on the CPP Portal,
prepare their bids in accordance with the requirements and submitting their bids online on the CPP Portal.

More information useful for submitting online bids on the CPP Portal may be obtained at:
https://eprocure.gov.infeprocure/app.

REGISTRATION

1) Bidders are required to. enroll on the e-Procurement module of the Central Public Procurement Portal (URL:
https://feprocure.gov.infeprocure/app) by clicking on the link “Online bidder Enrollment” on the CPP Portal which
is free of charge.

2) As part of the enrolment process, the bidders will be required to choose a unique username and assign a
password for their accounts.

3) Bidders are advised to register their valid email address and mobile numbers as part of the registration process.
These would be used for any communication from the CPP Portal.

4) Upon enrolment, the bidders will be required to register their valid Digital Signature Certificate (Class Il
Certificates with signing key usage) issued by any Certifying Authority recognized by CCA India (e.g. Sify / nCode
/ eMudhra etc.), with their profile.

5) Only one valid DSC should be registered by a bidder. Please note that the bidders are responsible to ensure that
they do not lend their DSC's to others which may lead to misuse.

~ 6) Bidder then logs in to the site through the secured log-in by entering their user ID / password and the password

of the DSC/ e-Token.

SEARCHING FOR TENDER DOCUMENTS

1) There are various search options built in the CPP Portal, to facilitate bidders to search active tenders by several
parameters. These parameters could include Tender ID, Organization Name, Location, Date, Value, etc. There
is also an option of advanced search for tenders, wherein the bidders may combine a number of search
parameters such as Organization Name, Form of Contract, Location, Date, Other keywords etc. to search for a
tender published on the CPP Portal.

2) Once the bidders have selected the tenders they are interested in, they may download the required documents /
tender schedules. These tenders can be moved to the respective ‘My Tenders’ folder. This would enable the CPP
Portal to intimate the bidders through SMS / email in case there is any corrigendum issued to the tender document.

3) The bidder should make a note of the unique Tender ID assigned to each tender, in case they want to obtain any
clarification / help from the Helpdesk.

PREPARATION OF BIDS

1) Bidder should take into account any corrigendum published on the tender document before submitting their bids.

2) Please go through the tender advertisement and the tender document carefully to understand the documents
required to be submitted as part of the bid. Please note the number of covers in which the bid documents have
to be submitted, the number of documents - including the names and content of each of the document that need
to be submitted. Any deviations from these may lead to rejection of the bid.

3) Bidder, in advance, should get ready the bid documents to be submitted as indicated in the tender document /
schedule and generally, they can be in PDF / XLS / RAR / DWF/JPG formats. Bid documents may be scanned
with 100 dpi with black and white option which helps in reducing size of the scanned document.

4) To avoid the time and effort required in uploading the same set of standard documents which are required to be

submitted as a part of every bid, a provision of uploading such standard documents (e.g. PAN card copy, annual

ports, auditor certificates etc.) has been provided to the bidders. Bidders can use “My Space” or "Other
ortant Documents™ area available to them to upload such documents. These documents may be directly

loaded his Documents in My Documents space, this does not automatically ensure these Documents
part of Technical Bid.

1) Bidder should log into the site well in advance for bid submission so that they can upload the bid in time i.e. on
or before the bid submission time. Bidder will be responsible for any delay due to other issues.

2) The bidder has to digitally sign and upload the required bid documents one by one as indicated in the tender
document.

3) Bidder has to select the payment option as “offline” to pay the tender fee / EMD as applicable and enter details
of the instrument.

4) Bidder should prepare the EMD as per the instructions specified in the tender document. The original should be
posted/couriered/given in person to the concerned official, latest by the last date of bid submission or as specified
in the tender documents. The details of the DD/any other accepted instrument, physically sent, should tally with
the details available in the scanned copy and the data entered during bid submission time. Otherwise the
uploaded bid will be rejected.

5) Bidders are requested to note that they should necessarily submit their technical & financial bids in PDF format
only and no other format is acceptable. If the price bid has been given as a standard BoQ format with the tender
document, then the same is to be downloaded and to be filled by all the bidders. Bidders are required to download
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the BoQ f'~, cpen it and comp! - the white coloured [ur;iclected) cells with their respective fine . Guotes
and other riztails (such as name f the bidder). No other _ells should be changed. Once the detailz ' ~ve been
completed, the bidder should save it and submit it online, without changing the filename. If the BoQ 1.2 is found
to be modified by the bidder, the bid will be rejected.

6) The server time (which is displayed on the bidders’ dashboard) will be considered as the standard time for
referencing the deadlines for submission of the bids by the bidders, opening of bids etc. The bidders should
follow this time during bid submission.

7) All the documents being submitted by the bidders would be encrypted using PKI encryption techniques to ensure
the secrecy of the data. The data entered cannot be viewed by unauthorized persons until the time of bid
opening. The confidentiality of the bids is maintained using the secured Socket Layer 128 bit encryption
technology. Data storage encryption of sensitive fields is done. Any bid document that is uploaded to the server
is subjected to symmetric encryption using a system generated symmetric key. Further this key is subjected to
asymmetric encryption using buyers/bid opener’s public keys. Overall, the uploaded tender documents become
readable only after the tender opening by the authorized bid openers.

8) The uploaded tender documents become readable only after the tender opening by the authorized bid openers.

9) Upon the successful and timely submission of bids (i.e. after Clicking "Freeze Bid Submission” in the portal), the
portal will give a successful bid submission message & a bid summary will be displayed with the bid no. and the
date & time of submission of the bid with all other relevant details.

10) The bid summary has to be printed and kept as an acknowledgement of the submission of the bid. This
acknowledgement may be used as an entry pass for any bid opening meetings.

ASSISTANCE TO BIDDERS

1) Any queries relating to the tender document and the terms and conditions contained therein should be addressed
to the Tender Inviting Authority for a tender or the relevant contact person indicated in the tender.

2) Any queries relating to the process of online bid submission or queries relating to CPP Portal in general may be
directed to the 24x7 CPP Portal Helpdesk.
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Annexure 3

CERTIFICATE BY THE BIDDER (FOR TENDERS)
(ON COMPANY LETTER HEAD)

| have read the clause regarding restrictions on procurement from a bidder of a country
which shares a land border with India. | certify that this bidder is not from such a company or, /
if from such a country, has been registered with the Competent Authority (copy of the
Registration Certificate enclosed). | hereby certify that this bidder fulfills all requirements in this
regard and is eligible to be considered.

Date: ‘
Place: Signature with Date and Stamp of the Bidder
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To;

ANNEXLIRE: 4
TENDER ACCEPT/ANCE LETTER (To be given on Coiipany Letter Head)

Date:

The Director, Indian Institute of Science Education and Research — Thiruvananthapuram,
Maruthamala P.Q, Vithura, Thiruvananthapuram, Kerala -695551, India.

Sub: Acceptance of Terms & Conditions of Tender.

Tender Reference No:
Name of Tender / Work: -

Dear Sir,
1.

I/ We have downloaded / obtained the tender document(s) for the above mentioned ‘Tender/Work’ from the
web site(s) namely:

as per

your advertisement, given in the above mentioned website(s).

2. | /We hereby certify that | / we have read the entire terms and conditions of the tender documents from Page
No. to (including all documents like annexure(s), schedule(s), etc .,), which form part of the
contract agreement and | / we shall abide hereby by the terms / conditions / clauses contained therein.

3. The corrigendum(s) issued from time to time by your department/ organization too have also been taken into
consideration, while submitting this acceptance letter.

4, |/ We hereby unconditionally accept the tender conditions of above mentioned tender document(s) /
corrigendum(s) in its totality / entirety.

5. |/ We do hereby declare that our Firm has not been blacklisted/ debarred by any Govt. Department/Public
sector undertaking.

6. |/We certify that all information furnished by the our Firm is true & correct and in the event that the information
is found to be incorrect/untrue or found violated, then your department/ organization shall without giving any
notice or reason therefore or summarily reject the bid or terminate the contract, without giving any notice or
reason therefore or summarily reject the bid or terminate the contract, without prejudice to any other rights
or remedy including the forfeiture of the full said earnest money deposit absolutely.

7. |/ We declare the following information provided are correct to the best of my knowledge:

1 Name and Address of the bidder

2 Manufacturer / Dealer [ Agent

3 Contact Person

4 Phone

5 Email

6 Mobile Number

7 GST No

8 PAN No

9 UTR No /DU No (in case of online transfer of Tender Fee) (if

any)
10 UTR No / DU No (in case of online transfer of EMD)
14 Warranty, if any
12 Delivery period
13 Payment terms
14 PO to be placed in favour of

Yours Faithfully,

(Signature of the Bidder, with Official Seal)

Annexure 5

Page 7 of 10



CERTIFICATE
(ON COMPANY LETTER HEAD)  #

| hereby certify that we M/s

(name and address of the firm) is neither

blacklisted by any Central/ State Government / Public Undertaking/ Institute nor is any criminal

case registered / pending against the firm or its owner / partners anywhere in India.

| also certify that the above information is true and correct in every aspect and in any
case at a later date it is found that any details provided above are incorrect, any contract given

to the above firm may be summarily terminated and the firm blacklisted.

Date:
Place: Signature with Date and Stamp of the Bidder
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Annexure 6

Details for Security audit

| Website Type Nk | Avallable topublic 0 i R
! Web application name and + Official website of ISER Th.iruvananth'apuram 4 1

URL £ 2 Oty M i https://www.iisertvm ac.in/ = 7
rBT?t*?about the website and : Day to day activities carried out th_mugh thig includes £
' day-to-day activities - Publishing tenders, openings, posts, everts,

- Creating end editing pages,
¥ R NN i - Publishing/uploading documents, images etc. e

Numberof staticpages |0 i =
j_HNumbpe_rPi dynamic pages FaCemmer 389§_iappr% : o R By
fﬁ'he?ﬁgfﬂa_y_‘n)em_gﬂeway integrated | No Gt % ot - ___‘
_Number of User input fields 35 {approx} e ]

Whether Website contain any content ‘ Yes. Customized CMS {?HP/CodéégniterfrﬁaEa—&B} : s
angetnlenteens o b o
_Maintaining application logs i Yes
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CHECK LIST OF DOCUMENT REQUIRED

Annexure 7

Ser List of documents required Yes / No
1 Certificate by the bidder as per Annexure 3 of the tender
document
2. Tender Acceptance Letter as per Annexure 4 of the tender
document
3. EMD Details / MSME Certificate
4, Certificate by the bidder as per Annexure 5 of the tender document
5 Technical Compliance statement with tender specifications
6. Brochure/ Catalogue/ Datasheet
e BoQ
8. Statutory Registration Certificates
9. Previous purchase orders (if any)
10. | Tender document duly signed on all pages along with bidders seal.
T Other documents pertaining to technical aspects
12. | Any other document as provided in technical specifications
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